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Vendor Cybersecurity Requirements

1. Information Security Management System

1.1. In providing services, the Supplier undertakes to apply security
policies and processes ensuring the protection of data and
information created and processed during the provision of services.
Based on security needs and the results of risk assessments, the
Supplier is required to implement appropriate security measures,
continuously monitor them, and evaluate their effectiveness.

1.2. The Supplier further undertakes to maintain records of the
creation and processing of data and information within the scope of
the services provided, to document all material circumstances
related to their security, and to make these records available to the
Customer upon request.

1.3. At the same time, the Supplier is obligated to establish and
maintain up-to-date security measures in the form of processes and
technologies that ensure compliance with the security policy.

2. Risk Management

2.1. In providing the services, the Supplier undertakes to manage its
own risks that may affect the provision of such services.

3. Organizational Security Requirements

3.1. In connection with the provision of services, the Supplier
undertakes, in particular, to fulfill the following obligations:

a) no later than 5 days from the conclusion of the Agreement, appoint
a responsible contact person for the purpose of ensuring compliance
with these cybersecurity requirements and related communication
between the contracting parties (hereinafter the “Contact Person”)
and, within the same period, notify the Client in writing of the Contact
Person’s details. The designation of a Contact Person for
cybersecurity on the Supplier’s side does not affect the provisions of
the Contract regarding authorized persons;

b) ensure that services are provided exclusively by authorized
persons who have been duly familiarized with the relevant provisions
of the Customer’s internal regulations and who possess the verified
qualifications, knowledge, and experience necessary for the proper
provision of services.

4. Management of Subcontractors
4.1. The Supplier further undertakes:

a) ensure compliance with cybersecurity requirements in
contractual relationships with its subcontractors, if they are involved
in the provision of services. At the same time, the Supplier is
obligated to provide the Client with a written declaration of their
compliance with cybersecurity requirements within 10 days of the
effective date of the Agreement in which the subcontractors are
involved;

b) enter into separate agreements with its subcontractors,
employees, and other persons involved in the performance of this
Agreement, if personal data is processed in the course of providing
services, in accordance with the relevant provisions of Regulation
(EU) 2016/679 of the European Parliament and of the Council
(GDPR) on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data.

5. Human Resources Security

5.1. To the extent of the provision of services, the Supplier
undertakes, upon request, to demonstrate to the Customer that all
persons involved in the provision of services have been
demonstrably familiarized with these cybersecurity requirements
and with the relevant provisions of the Customer’'s internal
management regulations, whereby demonstrable familiarization is
considered to include, in particular, training of the Provider's
employees arranged by the Client, the handover of relevant
documentation in written or electronic form, or access arranged by
the Client to a shared repository containing the relevant internal
regulations.

5.2. The Provider is obligated to comply with the relevant provisions
of the Client’s internal management regulations to the extent that it
has been made aware of such regulations, and, if the services
provided include a monitoring service, to define and fulfill the roles
and responsibilities for monitoring the network and equipment within
the scope of the services provided.

5.3. The Provider undertakes to ensure that persons involved in
providing services to the Client in the Client’s environment or using
the Client's resources:

a) use only approved means for storing and sharing data and
information on  ;

b) do not store or share data and information of ethically
inappropriate content that is contrary to good morals or damaging to
the Client’s reputation;

c) not download, share, save, archive, or install data or executable
files in violation of the license terms or copyright laws;

d) not visit websites with ethically inappropriate content;

e) not attempt to gain unauthorized access to the Customer's
resources or to the resources of other entities;

f) not attempt to make unauthorized modifications or other
unauthorized interventions in the Client's resources, even if the
Client’s resources have been entrusted to their management;

g) not participate, through the Client’s resources, in the distribution
of spam or malicious software.

5.4. The foregoing also applies to the use of resources outside the
Client's environment.

5.5. The Supplier acknowledges that a condition for granting access
to the Client’s resources is the processing of personal data of the
Supplier's employees who are involved in the performance of the
subject matter of the Agreement. If the Client is not permitted to
process such personal data, access to the resources will not be
granted.

6. Operations and Communications Management

6.1. The Supplier undertakes to ensure the secure operation of the
information system and infrastructure used to provide services and
further to ensure that only applications and technologies compliant
with applicable Czech and European legislation are used for these
purposes, particularly with regard to licensing terms and copyright
law.

6.2. Upon request, the Supplier shall provide the Customer with an
overview or report on the security measures implemented in its
information system and infrastructure.

7. Change Management

7.1. The Supplier undertakes to respond appropriately to changes
requested by the Customer and to adjust its technical and
organizational measures accordingly so that they correspond to the
new state following the implementation of the change.

7.2. The Supplier further undertakes to actively cooperate with the
Customer in testing every significant change.

8. Access and Authorization Management

8.1. The Supplier undertakes to grant permissions to its employees
only to the extent necessary for the performance of their duties, in
such a way as to minimize the risks of unauthorized access to the
Client's resources. Granted access may not be shared by multiple
persons, unless required by the technology used; in such a case, the
Supplier is obligated to maintain records of the use of shared access
and to submit these records to the Client upon request.

8.2. The Supplier shall further ensure that all persons involved in the
provision of services protect authentication credentials and data and
do not provide unauthorized access to other persons. At the same
time, the Supplier is obligated to continuously monitor and evaluate
the legitimacy and necessity of access for all persons who have
access to the Client’s environment.

9. Access Authorization and Management Policies

9.1. The Supplier acknowledges that access to the ICT system may
only be granted to its employees or the employees of its
subcontractors, based on its request.

9.2. The assignment of permissions to employees is governed by the
principle of the necessary minimum and is not an entittement. In the
event of unsuccessful user authentication attempts, the relevant
account may be blocked and considered a security incident. In such
a case, security incident management procedures may be applied,
including the immediate revocation of access to the Client's
information assets.
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10. Implementation and Documentation

10.1. The Supplier undertakes to ensure the secure implementation,
innovation, updating, and testing of the technologies that are the
subject of the performance, and further to provide the Customer with
documentation containing, in particular:

a) all security settings, functions, and mechanisms;

b) a description of the authentication and authorization concept for
assigning permissions;

c) installation and configuration procedures.

11. Software Development

11.1. If the subject matter of the service includes software
development, the Supplier undertakes to:

a) comply with and implement the best practices for secure software
development as specified in the contractual relationship;

b) upon request, allow an audit of completed or ongoing work and,
upon its completion, submit the developed code and code review
outputs, in particular to verify whether the work is being or was
performed in accordance with the Contract and these cybersecurity
requirements;

c) provide reasonable cooperation during security testing both
during development and after the software has been delivered;

d) ensure that the performance includes only objectively necessary
and contractually agreed components;

e) use current versions of products compatible with the Customer’s
environment when installing operating systems or third-party
software;

f) ensure the security of the testing environment and the protection
of test data;

g) deliver to the production environment only the contractually
specified compiled or executable code and the data necessary for
its operation;

h) guarantee that the supplied software will comply with the
Customer’s security policies and standards, with which it has been
demonstrably familiarized, and that such compliance will be tested;

i) install the software exclusively in accordance with pre-approved
migration procedures;

j) not to develop, compile, or distribute in the Customer’s
environment any program code intended for illegal control, disruption
of availability, confidentiality, or integrity, or unauthorized or illegal
acquisition of data and information.

12. Cybersecurity Events and Incidents

12.1. The Supplier undertakes to define and describe the activities,
roles, and responsibilities necessary for the rapid and effective
management of security incidents. Furthermore, the Supplier is
obligated to immediately report to the Customer all security events
and incidents with a potentially negative impact, via the designated
communication channel or the Contact Person. At the same time,
the Supplier is obligated to evaluate and retain information about
incidents in accordance with applicable Czech and European
legislation and to actively cooperate with the Customer, including by
providing relevant information about suspicious devices or
individuals.

12.2. Upon agreement with the Client, the Supplier is obligated to
take reasonable measures to mitigate the impact of the incident or
to resolve it. The Supplier is also obligated to cooperate in analyzing
the causes of the incident and to propose measures to prevent its
recurrence if the Supplier caused or contributed to the incident

13. Contractor’s Liability

13.1. The Supplier acknowledges that a security incident or other
breach of cybersecurity requirements caused by a factor on its part
shall not be considered a circumstance excluding its liability for delay
in the proper and timely performance of the subject matter of the
Contract and shall not give rise to a right to compensation for any
damage to the Supplier or a third party on the part of the Client. This
provision shall not prejudice other provisions of the Contract
regarding the Supplier’s liability for delay.

14. Service Continuity

14.1. The Supplier undertakes to maintain adequate continuity of its
assets necessary for the provision of services. At the same time, the

Supplier undertakes to regularly verify and test its ability to ensure
such continuity in accordance with the agreed service level.

15. Inspection and Audit

15.1. The Supplier undertakes, in connection with the provision of
services, to provide reasonable cooperation during inspections
conducted by the Customer or the relevant authorities.

16. Physical Security

16.1. The Supplier undertakes to comply with the operating rules of
buildings and premises used, in particular security measures
concerning the physical protection of security zones where ICT
system assets or data storage media are located.

16.2. At the same time, the Supplier undertakes to ensure the
physical security of installation, backup, and archival media and
related documentation, including their labeling, storage, disposal,
and maintenance of relevant records, in accordance with the Client's
asset classification, provided the Supplier has been made aware of
it.

17. Security Tools

17.1. The Supplier undertakes to implement security measures to
remove or block network connections that do not comply with the
requirements for protecting the integrity of the communication
network. At the same time, the Supplier shall ensure that access
from mobile devices to the Client's environment takes place
exclusively via a secure VPN connection or another adequate
technical measure.

17.2. Only network devices that have undergone an approval
process and have been expressly authorized by the Customer may
be connected to the Customer’s environment. All unused network
terminations and unused ports of active network elements managed
by the Supplier must be deactivated immediately.

18. Use of Tools and Protection of Equipment

18.1. The Supplier undertakes not to install on the Customer’'s
assets or use in the Customer’s environment any tools that are not
part of the services provided, in particular:

a) keylogger — software or hardware that unauthorizedly records
keystrokes with the aim of compromising the confidentiality of
entered data and information.

b) sniffer — software or hardware that enables the interception of
network traffic.

c) vulnerability scanner — a software or hardware tool enabling the
search for vulnerabilities in ICT systems, the detection of available
network services and ports, running processes, running applications,
and their versions.

d) backdoor — a hidden software or hardware tool that allows
bypassing approved authentication procedures, installed with the
aim of facilitating future unauthorized access to the ICT system

e) malware or other malicious software that disrupts, bypasses, or
otherwise restricts security measures in the Customer’s
environment.

18.2. Only ICT devices protected against malware and other
malicious software may be connected to the Customer's
environment, provided their technology permits it.

19. Data Monitoring and Retention

19.1. The Supplier is obligated to continuously record and store
operational and location data of ICT devices in accordance with the
requirements of Czech and European legislation, ensure the
collection of information on operational and security activities, and
protect this information from unauthorized access or alteration.

19.2. Upon request, the Supplier shall provide the Customer with
reports containing the results of monitoring user and administrator
activities as well as other events within the scope of the subject
matter of performance for the entire duration of the Contract.

20. Encryption and Communication

20.1. The Supplier further undertakes to ensure that online
transactions carried out via web technologies take place through
encrypted communication using the highest available version of the
TLS protocol and corresponding certificates to ensure the
confidentiality, integrity, and identity of the communicating parties.



¥ PN

20.2. All non-public information provided by the Client must be
protected by appropriate encryption and secured against
unauthorized access, particularly when used on mobile devices.

21. Liability and Monitoring

21.1. The Supplier acknowledges that, unless otherwise specified in
the contract, a technical connection that disrupts the operation of the
Customer’s services may be terminated immediately without prior
notice.

21.2. The Contractor further acknowledges that all of its activities
and performance carried out on the Client’s premises are monitored
and evaluated within the scope of the subject matter of the contract
and in accordance with the Client’s internal documents, with which
the Contractor has been familiarized.
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Pozadavky na kybernetickou bezpecnost dodavatell

1. Systém fizeni bezpecnosti informaci

1.1. Dodavatel se v ramci poskytovani sluzeb zavazuje uplatfiovat
bezpecnostni zasady a procesy zajistujici ochranu dat a informaci
vytvafenych a zpracovavanych pfi poskytovani sluzeb. Na zakladé
bezpecénostnich potfeb a vysledkd hodnoceni rizik je povinen
zavadét odpovidajici bezpec¢nostni opatfeni, prubézné je
monitorovat a vyhodnocovat jejich ucinnost.

1.2. Dodavatel se dale zavazuje vést zaznamy o vytvafeni a
zpracovani dat a informaci v rozsahu poskytovanych sluzeb,
zaznamenavat vSechny podstatné okolnosti souvisejici s jejich
zabezpecenim a tyto zaznamy na vyzadani zpfistupnit Objednateli.

1.3. Soucasné je povinen stanovit a udrzovat aktualni bezpecnostni
opatfeni ve formé procestu a technologii, které zajistuji plnéni
bezpecnostni politiky.

2. Rizeni rizik

2.1. Dodavatel se v ramci poskytovani sluzeb zavazuje fidit viastni
rizika, ktera mohou ovlivnit jejich poskytovani.

3. Organizacni bezpecnostni pozadavky

3.1. Dodavatel se v ramci poskytovani sluzeb zavazuje zejména k
nasledujicim povinnostem:

a) nejpozdéji do 5 dnli od uzavieni Smlouvy jmenovat odpovédnou
kontaktni osobu pro ucely zajisténi plnéni téchto pozadavki na
kybernetickou bezpe¢nost a souvisejici komunikace mezi smluvnimi
stranami (dale jen ,Kontaktni osoba“) a ve stejné Ihuté pisemné
oznamit jeji udaje Objednateli. Uréeni Kontaktni osoby pro oblast
kybernetické bezpednosti na strané Dodavatele se nedotyka
ustanoveni Smlouvy o povérenych osobach;

b) zajiStovat poskytovani sluzeb vyhradné prostfednictvim
opravnénych osob, které byly Fadné obeznameny s prfislusnymi
ustanovenimi internich predpis Objednatele a které disponuji
ovérenou kvalifikaci, znalostmi a zkuSenostmi nezbytnymi pro fadné
poskytovani sluzeb.

4. Rizeni subdodavatel(i
4.1. Dodavatel se dale zavazuje:

a) zajistit dodrzovani poZzadavkl na kybernetickou bezpec¢nost ve
smluvnich vztazich se svymi subdodavateli, pokud jsou zapojeni do
poskytovani sluzeb. Souc¢asné je povinen do 10 dnl od uginnosti
Smlouvy, na jejimz plnéni se subdodavatelé podileji, dolozit
Objednateli pisemné prohlaseni o jejich souladu s pozadavky na
kybernetickou bezpecnost;

b) uzavirat samostatné smlouvy se svymi subdodavateli,
zaméstnanci a dalSimi osobami podilejicimi se na plnéni této
Smlouvy, pokud je v ramci poskytovani pInéni zpracovavano
osobnich udaju, a to v souladu s pfislusnymi ustanovenimi Nafizeni
Evropského parlamentu a Rady (EU) 2016/679 (GDPR) o ochrané
fyzickych osob v souvislosti se zpracovanim osobnich udaji a o
volném pohybu téchto udaju.

5. Bezpecnost lidskych zdroju

5.1. Dodavatel se v rozsahu poskytovani sluzeb zavazuje na
vyzadani dolozit Objednateli, Ze vSechny osoby podilejici se na
poskytovani sluzeb byly prokazatelné seznameny s témito
pozadavky na kybernetickou bezpec¢nost a s pFisluSnymi
ustanovenimi internich fidicich predpist Objednatele, pficemz za
prokazatelné seznameni se povaZuje zejména $koleni pracovnik(
Poskytovatele zajisténé Objednatelem, protokolarni ¢&i elektronické
predani pfislusné dokumentace nebo Objednatelem zajistény
pfistup na sdilené UloZisté obsahujici pfislusné interni pfedpisy.

5.2. Poskytovatel je povinen dodrzovat pfislusna ustanoveni
internich fidicich predpisti Objednatele v rozsahu, v jakém byl s
témito predpisy seznamen, a v pfipadé, Ze je soucasti
poskytovanych sluzeb sluzba dohledu, definovat a naplnit role a
odpovédnosti pro monitoring sité a zafizeni v rozsahu
poskytovanych sluzeb.

5.3. Dodavatel se zavazuje zajistit, aby osoby podilejici se na
poskytovani sluzeb Objednateli v prostfedi nebo s prostfedky
Objednatele:

a) vyuzivaly pro ukladani a sdileni dat a informaci vyhradné k tomu
schvalené prostfedky;

b) neukladaly ani nesdilely data a informace eticky nevhodného
obsahu odporujici dobrym mravim nebo poskozujici jméno
Objednatele;

c) nestahovaly, nesdilely, neukladaly, nearchivovaly ani
neinstalovaly datové &i spustitelné soubory v rozporu s licenénimi
podminkami nebo pravnimi pfedpisy v oblasti autorského prava;

d) nenav$tévovaly internetové stranky s eticky nevhodnym
obsahem;

e) nerealizovaly pokusy o neautorizovany pfistup ke zdrojim
Objednatele ani ke zdrojiim jinych subjektd;

f)  nerealizovaly pokusy o neopravnénou modifikaci &i jiné
neopravnéné zasahy do prostiedkd Objednatele, a to ani tehdy,
pokud jim byl prostfedek Objednatele svéfen do spravy;

g) nepodilely se prostfednictvim prostfedk( Objednatele na Sifeni
spamu ¢&i Skodlivého softwaru.

5.4. VySe uvedené se vztahuje i na pouziti prostfedkd mimo
prostfedi Objednatele.

5.5. Dodavatel bere na védomi, Ze podminkou umoznéni pFistupu
ke zdrojim Objednatele je zpracovani osobnich udaju pracovnikl
Dodavatele, ktefi se podileji na plnéni pfedmétu Smlouvy. Nebude-
li Objednateli umoznéno takové osobni Udaje zpracovavat, pfistup
ke zdrojim nebude umoznén.

6. Rizeni provozu a komunikace

6.1. Dodavatel se zavazuje zajistit bezpeény provoz informaéniho
systému a infrastruktury vyuzivané pro poskytovani sluzeb a dale
zajistit, aby pro tyto ucely byly vyuzivany vyhradné aplikace a
technologie v souladu s platnou ¢eskou a evropskou legislativou,
zejména s ohledem na licenéni podminky a autorsky zakon.

6.2. Na vyzadani poskytne Dodavatel Objednateli prehled nebo
report o bezpe€nostnich opatfenich zavedenych na svém
informaénim systému a infrastrukture.

7.Rizeni zmén

7.1. Dodavatel se zavazuje pfiméfené reagovat na zmény ze strany
Objednatele a odpovidajicim zpusobem upravit sva technicka a
organizacni opatfeni tak, aby odpovidala novému stavu po
provedeni zmény.

7.2. Dodavatel se dale zavazuje aktivné spolupracovat s
Objednatelem pfi testovani kazdé vyznamné zmény.

8. Rizeni pristupu a opravnéni

8.1. Dodavatel se zavazuje pfidélovat opravnéni svym pracovnikim
pouze v rozsahu nezbytném pro vykon &innosti, a to tak, aby byla
minimalizovana rizika nezadouciho pfistupu k prostfedkim
Objednatele. Udéleny pfistup nesmi byt sdilen vice osobami, ledaze
to vyZaduje vyuzZivana technologie; v takovém pfipadé je Dodavatel
povinen vést evidenci vyuzivani sdilenych pfistupl a tuto evidenci
na vyzadani predlozit Objednateli.

8.2. Dodavatel dale zajisti, aby vS8echny osoby podilejici se na
poskytovani sluzeb chranily autentizaéni prostfedky a UGdaje a
neposkytovaly neautorizovany pfistup dalSim osobam. Sou¢asné je
povinen pribézné kontrolovat a vyhodnocovat opravnénost a
nezbytnost pfistupu vSech osob, které maji pfistup do prostredi
Objednatele.

9. Zasady povolovani a fizeni pfistupu

9.1. Dodavatel bere na védomi, Ze pristup k systému ICT Ize povolit
pouze jeho zaméstnancim nebo zaméstnancim jeho
subdodavatelll, a to na zakladé jeho pozadavku.

9.2. Pridéleni opravnéni zaméstnanci se fidi principem nezbytného
minima a neni narokové. V pfipadé neuspéSnych pokusli o
autentizaci uzivatele muze byt pfisluSny Gcet zablokovan a
povazovan za bezpecénostni incident. V takovém pfipadé mohou byt
uplatnény postupy zvladani bezpecénostnich incidentd, véetné
okamzZitého zruseni pfistupu k informaénim aktivim Objednatele.

10. Implementace a dokumentace

10.1. Dodavatel se zavazuje zajistit bezpecnou implementaci,
inovaci, aktualizaci a testovani technologii, které jsou predmétem
plnéni, a dale predat Objednateli dokumentaci obsahujici zejména:

a) veskera bezpecnostni nastaveni, funkce a mechanismy;
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b) popis autentiza¢niho a autoriza¢niho konceptu pro pfidélovani
opravnéni;
c) instalaéni a konfiguraéni postupy.

11. Vyvoj softwaru

11.1. Pokud pfedmét sluzby zahrnuje vyvoj softwaru, zavazuje se
Dodavatel:

a) dodrzovat a implementovat nejlep$i praktiky bezpeéného vyvoje
softwaru stanovené smluvnim vztahem;

b) na vyzadani umoznit audit provedeného nebo probihajiciho
plnéni a po jeho dokon&eni pfedloZit vyvijeny koéd a vystupy z code
review, zejména za Uucelem ovéfeni, zda plnéni probiha &i probihalo
v souladu se Smlouvou a témito pozadavky na kybernetickou
bezpecnost;

c) poskytovat pfiméfenou soucinnost pfi bezpe€nostnim testovani v
pribéhu vyvoje i po pfedani softwaru;

d) zajistit, aby plnéni obsahovalo pouze objektivné nezbytné a
smluvné sjednané soucasti;

e) pouzivat pfi instalaci opera¢nich systému ¢i softwaru tfetich stran
aktualni verze produktt kompatibilnich s prostfedim Objednatele;

f) zajistit bezpe€nost testovaciho prostiedi a ochranu testovacich
dat;

g) dodat do produkéniho prostfedi pouze smluvné specifikovany
kompilovany €i spustitelny kéd a nezbytna data pro jeho provoz;

h) garantovat, Ze dodavany software bude v souladu s
bezpec€nostnimi politkami a standardy Objednatele, s nimiz byl
prokazatelné seznamen, a Ze tento soulad bude otestovan;

i) instalovat software vyhradné na zakladé pfedem schvalenych
migraénich postupu;

j) nevyvijet, nekompilovat ani neSifit v prostfedi Objednatele
programovy kéd, jehoz Gcelem by bylo nelegalni ovladnuti, naruseni
dostupnosti, dlvérnosti ¢i integrity, anebo neautorizované ¢i
nelegdlni ziskani dat a informaci.

12. Kybernetické bezpec€nostni udalosti a incidenty

12.1. Dodavatel se zavazuje stanovit a popsat Cinnosti, role a
odpovédnosti nezbytné pro rychlé a u¢inné zvladani bezpe¢nostnich
incidentd. Dale je povinen bezodkladné hlasit Objednateli vS§echny
bezpe€nostni udalosti a incidenty s potencialné negativnim
dopadem, a to prostfednictvim uréeného komunikaéniho kanalu
nebo Kontaktni osoby. Sou€asné je povinen vyhodnocovat a
uchovavat informace o incidentech v souladu s platnou ¢eskou a
evropskou legislativou a poskytovat Objednateli aktivni sou¢innost
véetné relevantnich informaci o podezfelych zafizenich ¢i osobach.

12.2. Po dohodé s Objednatelem je Dodavatel povinen pfijmout
pfiméfena opatfeni ke zmirnéni dopadu incidentu nebo k jeho
ukon&eni. Je rovnéz povinen spolupracovat pfi analyze pric¢in
incidentu a navrhovat opatfeni k zamezeni jeho opakovani, pokud
incident zpusobil nebo se na ném podilel

13. Odpovédnost Dodavatele

13.1. Dodavatel bere na védomi, Ze bezpe€nostni incident nebo jiné
poruseni pozadavkl na kybernetickou bezpec¢nost zplsobené
pfi¢inou na jeho strané se nepovazuje za okolnost vyluéujici jeho
odpovédnost za prodleni s fadnym a véasnym plnénim pfedmétu
Smlouvy a nezaklada pravo na nahradu pfipadné Gjmy Dodavateli
ani tfeti osobé ze strany Objednatele. Toto ustanoveni neni na Ujmu
ostatnim ujednanim Smlouvy o odpovédnosti Dodavatele za
prodleni.

14. Kontinuita sluzeb

14.1. Dodavatel se zavazuje udrzovat odpovidajici kontinuitu svych
aktiv nezbytnych pro poskytovani sluzeb. Sou¢asné se zavazuje
pravidelné ovéfovat a testovat svou schopnost tuto kontinuitu
zajistovat v souladu s dohodnutou urovni sluzeb.

15. Kontrola a audit

15.1. Dodavatel se zavazuje v souvislosti s poskytovanim sluzeb
poskytovat pfiméfenou soucinnost pfi kontrolach provadénych
Objednatelem nebo pfislusnymi Gfady.

16. Fyzicka bezpecénost

16.1. Dodavatel se zavazuje dodrzovat provozni fady budov a
vyuzivanych prostor, zejména rezimova opatfeni tykajici se fyzické

ochrany bezpecnostnich zén, v nichz se nachazeji aktiva systému
ICT nebo datové nosice.

16.2. SouCasné se zavazuje zajistit fyzické zabezpeceni
instalacnich, zaloznich a archivnich médii a souvisejici
dokumentace, v€etné jejich oznaceni, uchovavani, likvidace a
vedeni pfislusné evidence, a to v souladu s Kklasifikaci aktiv
Objednatele, pokud s ni byl seznamen.

17. Bezpecnostni nastroje

17.1. Dodavatel se zavazuje realizovat bezpecnostni opatfeni k
odstranéni nebo blokovani sitovych spojeni, ktera nejsou v souladu
s pozadavky na ochranu integrity komunikaéni sité. Soucasné
zajisti, aby pFistup z mobilnich zafizeni do prostfedi Objednatele
probihal vyhradné prostfednictvim zabezpeceného pfipojeni VPN
nebo jiného adekvatniho technického opatfeni.

17.2. Do prostfedi Objednatele smi byt pfipojovana pouze sitova
zafizeni, kterad prosla schvalovacim procesem a byla Objednatelem
vyslovné povolena. VSechna nevyuzivana zakonceni sité a
nepouzivané porty aktivnich sitovych prvku ve spravé Dodavatele
musi byt bezodkladné deaktivovana.

18. Pouzivani nastroju a ochrana zafizeni

18.1. Dodavatel se zavazuje, Zze na aktiva Objednatele nebude
instalovat ani v jeho prostfedi pouzivat nastroje, které nejsou
soucasti poskytovanych sluzeb, zejména:

a) keylogger — software nebo hardware, ktery neautorizované
zaznamenava stisky klaves s cilem narusit ddvérnost zadavanych
dat a informaci.

b) sniffer — software nebo hardware umoznujici odposlouchavani
sitového provozu.

c) analyzator zranitelnosti — softwarovy nebo hardwarovy nastroj
umoznujici vyhledavani zranitelnosti systému ICT, detekovani
dostupnych sitovych sluzeb a portd, bézicich procesu, bézicich
aplikaci a jejich verzi.

d) backdoor — skryty softwarovy nebo hardwarovy nastroj, ktery
umoznuje obejiti schvalenych autentiza¢nich procedur, instalovany
s cilem budouciho snadnéj$iho a neautorizovaného pfistupu do
systému ICT

e) malware &i jiny Skodlivy software, ktery narusuje, obchazi nebo
jinak omezuje bezpec¢nostni opatfeni v prostifedi Objednatele.

18.2. Do prostfedi Objednatele Ize pfipojovat pouze zafizeni ICT
chranéna proti malwaru a jinému $Skodlivému softwaru, pokud to
jejich technologie umozriuje.

19. Monitorovani a uchovavani dat

19.1. Dodavatel je povinen pribézné zaznamenavat a uchovavat
provozni a lokalizaéni Udaje zafizeni ICT v souladu s pozadavky
Ceské a evropské legislativy, zajistovat sbér informaci o provoznich
a bezpeénostnich ¢&innostech a chranit tyto informace pred
neopravnénym &tenim nebo zménou.

19.2. Na vyzadani poskytne Objednateli reporty obsahujici vysledky
monitorovani uzivatelskych a administratorskych aktivit i jinych
udalosti v rozsahu pfedmétu pInéni po celou dobu trvani Smiouvy.

20. Sifrovani a komunikace

20.1. Dodavatel se dale zavazuje zajistit, aby on-line transakce
realizované prostfednictvim webovych technologii probihaly
prostfednictvim  Sifrované komunikace vyuZzivajici nejvy$si
dostupnou verzi protokolu TLS a odpovidajici certifikaty k zajisténi
duvérnosti, integrity a identity komunikujicich stran.

20.2. Veskeré neverejné informace poskytnuté Objednatelem musi
byt chranény vhodnym Sifrovanim a zabezpeeny proti
neautorizovanému pfistupu, zejména pfi pouzivani na mobilnich
zafizenich.

21. Odpovédnost a monitorovani

21.1. Dodavatel bere na védomi, Ze technické spojeni narusujici
provoz sluzeb Objednatele muze byt, pokud smlouva nestanovi
jinak, okamzité ukon¢eno i bez pfedchoziho upozornéni.

21.2. Dale bere na védomi, Ze veSkeré jeho aktivity a plnéni
realizované v prostiedi Objednatele jsou monitorovany a
vyhodnocovany v rozsahu pfedmétu plnéni a v souladu s internimi
dokumenty Objednatele, s nimiz byl seznamen.



